Safeguarding of water distribution networks is gaining attention due to the socio-economic implication of consuming contaminated water. An installation of water quality sensors has been recognised as one of the measures to minimise the distress. Notably, the procurement and maintenance cost of the water quality sensors have restrained the number of sensors to deploy across the network. This constraint means that the sensor placement strategy has to receive significant consideration. Over the years, researchers have proposed several techniques to handle the challenge. Each of the techniques has its shortcomings which must be addressed. This study presents a critical review of the sensor placement strategies in a water distribution network. The review results expressed the technical challenges, and proposed feasible solutions. The future research directions are also provided.
INTRODUCTION
The aim of a utility operator is to ensure potable water is distributed to consumers in adequate quantity and quality when desired. Excitingly, this also conforms with one of the major goals (target 6a) of the United Nation's sustainable Development Goal (SDG) in order to make world a better place for all, by 2030. Despite reports that access to water is gradually improving, a depleted delivery of potable water is a significant concern affecting most of the continents. Usually, the quality of water is examined at the treatment plant before being distributed to various consumer points. Nevertheless, its quality may considerably be contaminated during transportation from the treatment plant to the consumers' taps through cross-connections and pipe leakages. The complex nature of Water Distribution Networks (WDNs) allow human interference and therefore, vulnerable to accidental and intentional attacks [1] . Numerous reports have evidently shown that the socio-economic implications of such attacks can be disastrous [2] - [4] . In recent times, contamination incident in WDNs has been debated as one of the most unhealthy menace to the society that must be addressed [1] - [4] .
Effective protection of WDNs is of paramount importance and its continuous surveillance is non-negotiable. One promising approach to monitor and safeguard the network is the deployment of water quality sensors across the network. If all nodes in the network can be thoroughly monitored, then a modest degree of protection can be assured [5] . From practical point of view, it is impossible to install sensors at every nodes because of the high procurement cost and budget constraint. Hence, the significant attention the sensor placement strategies has received. Similar techniques are applicable to pressure control valves and leakage detection in WDNs which have been broadly reported by several authors [6] - [10] .
Basically, the research activities of the sensor placement strategies are designed to perform two major purposes. These are: (1) to minimise the number of sensors to deploy on the network and (2) to curtail the related effect of consuming contaminated water. Obviously, a quick identification of contaminant by the water quality sensors will enormously provide control strategies that will prevent the public from further consuming contaminated water. Therefore, it is crucial to conduct a critical review of this interesting topic. Some researchers [11] - [13] have previously presented survey in this field. However, an up till date investigation is inevitable. In this study, a critical review of the sensor placement strategies in WDN is presented. The contributions of this study include: (1) to outline the existing approaches; (2) to summarise the associated technical challenges; (3) to propose probable solutions; and (4) to enlist areas of future research direction. The remainder of the paper is as follow: Section 2 exhibits the classification of sensor placement objectives. In Section 3, existing solution techniques are outlined while Section 4 presents the technical challenges and probable solutions. Future research direction are highlighted in Section 5, while conclusions are provided in Section 6.
CLASSIFICATION OF SENSOR PLACEMENT OBJECTIVES
Continuous monitoring of WDNs is sacrosanct. However, various competitive performance objectives are considered in sensor placement strategies. Preferably, minimising the effect on the public health is one of the generally accepted objectives. Over the years, water quality sensors are utilised to monitor the WDNs and various performance objectives are evaluated. These objectives are related to: (i) quick identification of contamination occurrence, i.e. time to detection (TD); (ii) minimising the effect of contamination occurrence, for instance: volume of water consumed (VC), the population exposed to contamination (PE), and the extent of the contamination (EC). Broadly speaking, contaminant can intrude into the WDN at any particular location, and this necessitate that all nodes should be under surveillance. Unfortunately, this is mostly infeasible due to the limited budget constraints. Additional efforts were made to prevent the society under the limited available resources by considering the following: (i) related threat and/or (ii) maximising detection likelihood (DL) occurrence. There is a probability that sensor can raise false alarm if the contaminant concentration is below permissible limit. The delay in response time is also possible to occur. This can lead to an additional consideration of other performance objectives, such as: minimisation of sensor response time (SRT), minimisation of number of failed detections (NFD)/minimisation of probability of failed detection (PFD) and sensor detection redundancy (SDR). The strategies of sensor placement are broadly classified into two classes as single objective and multiobjective.
Single placement objective
A quick detection of contamination incident plays a significant role in minimising the effect on the society. This is generally referred to as "Time to Detection" (TD). The study by Kumar et al. [14] defined TD as the elapsed time between the start of the contaminant and its detection. The work proposed by Rathi and Gupta [15] discussed viability to minimise the time-detection. The authors suggested that the Level of Service (LOS) is directly proportional to the number of monitoring stations. A water distribution network from Nagpur City, India was employed as a case study. Hu et al. [16] developed a co-evolutionary optimisation approach to minimise an average time-detection of the contamination occurrence in a water distribution network. The effectiveness of the approach was demonstrated on a standard water network and the results verified the efficacy of the approach. TD is an important objective that can not be left out even in the multi-objective formulations.
Similarly, the quality of water can be assumed secured if large percentage of emanated supply nodes are protected. The study by Lee and Deininger [17] defined the Demand Coverage (DC) as the total demand of all those nodes, which can be presumed to be secured once the quality of water at the monitoring node is certified. Lee and Deininger [17] and Liu et al. [18] have employed an integer programming method and generic algorithm by incorporating EPNAET to address the problem. Also, Kumar et al. [19] proposed a mixed integer programming strategy to sensor placement challenge with focus to maximise the demand coverage under an assumed steady condition of the network. Thereafter, Propato et al. [20] and Berry et al. [21] improved on the demand coverage principles that involve the water quality and the time dependence in the demands.
Minimising the impact of contamination is also a major concern that must be considered. Kessler et al. [22] defined the total volume of contaminated water consumed (VC) ahead detection in order to evaluate the effect of the contamination. The authors advocated for the use of a pre-specified value of VC as a LOS. They came up with a pollution matrix for a specific LOS and placed an optimal number of monitoring stations that accommodated different contamination scenarios. A random multiple approach was considered by Ostfeld and Salomons [23] in order to determine location of the monitoring stations. An overview of the single objective in sensor placement strategies is depicted in Table 1 . IP: integer programming, ACO: ant colony optimisation, GA: generic algorithm, MIP: mixed integer programming, DHS: dynamic hydraulic simulation, EC: extent of contamination, TD: time to detection, DC: demand coverage, PE: population exposed, DHS & WQS: dynamic hydraulic simulation and water quality simulation, SHS: static hydraulic simulation, AR: attack risk, WQS: water quality simulation, PD: probability density.
Multi-objective
The desire to reduce the number of sensors deployed on the network and also to protect the society from the use of contaminated water has continue to gain a significant recognition among the relevant stakeholders. Despite a series of enhancement made on the single objective strategies, a multi-objective approach is highly important. Accordingly, various multi-objectives strategies are briefly highlighted in this section. Berry et al. [39] and Propato [40] formulated a multi-objective Mixed Integer Programming (MIP) strategy for sensor placement in WDNs. Subsequently, Berry et al. [41] discussed how an undetected event by faulty sensors can be modelled and incorporated into a MIP formulation. Two notable approaches are widely considered in the formulation of multi-objectives approaches. The first objective functions keeps the discrete and expressed results in term of the Pareto front [42] - [48] . The study by Dorini et al. [49] presented an efficient multi-objective algorithm for sensor placement in WDN. Four major objectives were considered in the model. These include: TD, VC, EC, and PE. The solution to the algorithm was based on a Noisy Cross-Entropy Sensor Locator (nCESL). The strategy was demonstrated on two water networks and excessive computational burden was identified as a concern. The study by Aral et al. [50] considered TD, VC, and maximising the detection likelihood in their formulation. The authors proposed a sub-domain concept in order to deal with the challenge of large network and to determine an accurate positioning. The techniques was based on the Non-dominated Sorting Generic Algorithm (NSGA-II) and two networks were used to examine the performance of the proposed algorithm. Preis and Ostfeld [44] developed multi-objective NSGA-II, based on the two objectives. The two objectives considered are: minimising the degree of consuming contaminated water following the detection and minimising the number of activities required to flush out the contaminant from the system. An application of the technique on two sample networks demonstrated its efficiency. However, the challenge of computational burden and the integration of uncertainty in the sensor were recommended by the authors. Similarly, a dual objective optimisation procedure was presented by Weickgenannt et al. [45] . The objectives were to minimise the number of sensors and to minimise the risk of contamination. The authors employed the NSGA-II in order to solve the problem and the water distribution network of Almelo in the Netherlands was examined as a case study.
The second approach deals with the integration of various objectives and treated as a single objective function by employing optimisation solver. Some authors [51] - [54] discussed such an approach. An efficient sensor placement which considered the timedetection and population exposed to contaminated water was presented by Krause et al. [51] . The study by Aral et al. [52] presented a simulation-optimisation design based on four performance objectives. They employed a progressive generic algorithm scheme in order to overcome the challenge of computational time requirement. A summary of some of multiobjective strategies is presented in Table 2 .
EXISTING SOLUTION APPROACHES
The existing solution strategies are broadly split into four (4) major categories. These are briefly discussed in this section.
Opinion-based
This concept relies on the application of an expert opinion in order to make a decision on the sensor placement in water distribution networks. Such idea was employed in the study presented by Trachtman [63] . It however failed to meet standard when compared with optimisation-based strategy by Berry et al. [64] . An approach like this requires robust data which makes it less popular when compared to others that are popularly adopted. 
Theory-based
The theory-based approach has only been utilised by few researchers in the sensor placement strategies. Christodoulou et al. [65] discussed an entropy-based theory in the sensor placement in WDNs. An application of diminishing marginal returns was proposed by Shen and McBean [67] in order to maximise the sensor detection redundancy due to wrong data.
Rule-based
In the rule-based strategies, the influence of suitable hydraulic and quality model can be negligible. This makes the method to be acceptable for a large distribution network. Some studies assessed the application of the rule-based approach [68] , [69] . An application of a rule-based decision support system (RBDSS) was discussed by Chang et al. [70] . Reduction in computational time was an advantage of the approach when compared to other methods. However, the approach appears to be rather unrefined as it does not consider nodal demand. Thus, an optimisation-based strategy was suggested by the authors.
Optimisation-based
Optimisation-based approach has been widely adopted and can be categorised into: deterministic optimisation, stochastic optimisation, and robust optimisation. The studies by Kumar et al. [14] and Krause et al. [51] employed the deterministic algorithm for sensor layout. An excessive computational burden was outlined as a shortcoming of the method. Contrarily, a stochastic approach was discussed by few authors [35] , [58] , [71] . Although, some of the authors challenged the use of the method for worst scenario as it demands some presumed objective function. Thus, a robust optimisation method was suggested to handle the impediment. The work by Ma et al. [72] presented a mixed-integer programming method, which rely on the absolute robustness situation. Sensor placement strategy under various water demand criteria for robust quality monitoring was presented by Łangowski et al. [73] . For effective performance, an optimisation-based methods require integrating optimisation approach with hydraulic and water quality model, such as EPANET by Rossman et al. [74] . This will express the flow of water and the contaminants characteristic in WDN in order to ascertain where sensors can be installed.
4 TECHNICAL CHALLENGES AND PROBABLE SOLUTIONS The present sensor placement strategies have some complications which must be addressed. This section outlined the challenges and proposed probable solutions.
Excessive computational burden
Majority of the aforementioned studies debated the computational burden as one of the key technical challenge when computing. Eliminating some nodes without compromising the sensor placement reliability is a viable alternative. Clustering of nodes and placement of sensor cluster-wise may be suitable [68] and thus, proposed.
Choice of performance objectives
The choice of a single performance objective may be insufficient. Thus, multi-objectives may be an alternative and subsequently increase the computational burden. Thus, a balance should be found between the competitive and complementary objectives. An adoption of such was discussed by Aral et al. [52] and hence suggested.
Anomalies in sensor accuracy
Even though factors of uncertainties have been considered by some authors [75] , [76] . It is possible that sensor can give wrong signal due to susceptibility and corrosion [41] . Therefore, further investigation on the use of optimal choice of sensor (in terms of quality) is also recommended.
FUTURE RESEARCH DIRECTIONS
In spite of the advancement on the sensor placement strategies in WDNs, the research in this domain is still at an infancy stage. Hence, more effort is necessary. In this section, a summary of the further research directions are drawn.
Hybrid formulation
The study by Hamam and Brameller [77] had previously proposed a hybrid approach as a measure to address water piping systems. Thereafter, several optimisation techniques have been suggested to address the challenges of sensor placement in WDNs. Deterministic method was found reliable for sensor placement in small networks, but hitch in large network scenarios. In contrast, heuristic solvers can not guarantee the optimal solution, but can speedily resolve an optimal solution. Therefore, integration of the deterministic and heuristic in the form of a hybrid can be idea for optimisation in WDN. Also, combination of optimisation-based and rule-based methods is a promising alternative. Comparison of these methods is essential for a broad understanding of the strengths and weaknesses of each method in order to propose an enhance hybridised formulation method.
Consideration of parallel computing
Excessive computation has been debated to be one of the major challenges of the sensor placement in a large water distribution network. However, the emergence of cloud computing has proved to be a resourceful alternative. The study by Tabaa et al. [78] embraced it and found it feasible. Therefore, sustenance of this technique is a way forward and hence, it is suggested.
Utilisation of emerging technologies
Some researchers have suggested the use of Artificial Neutral Networks (ANNs) and Software Defined Network (SDN) to handle some difficulties in WDNs [8] , [79] - [81] . The implementation of such technology for water quality monitoring is yet to be fully explored. Therefore, more future improvement in this direction is strongly recommended.
CONCLUSION
The security of water distribution system has raised a level of concern after the terrorist attack in 2001. This has motivated researchers and relevant stakeholders in order to develop various methodologies that will improve the security of the water system. Enhancing the physical infrastructure and deployment of contaminant identification sensors on the water network are the two notable possibilities to curtain the insecurity. It is crucial to deploy water quality monitoring sensors across the water network. Nevertheless, complexity of the system, budget constraints, sensor placement issue and many others are essential to be addressed. As such, researchers have proposed various strategies for sensor placements considering the budget constraints. Despite this effort, there is no unified agreement amongst them on the various issues associated to the challenge. To this, the current study presents a critical review of the existing methodologies with the aim of outlining the technical challenges and proffer probable solutions. Generally speaking, advantages of the optimal sensor placement includes; minimization the cost of sensor procurement and significant reduction of the related effect of consuming contaminated water on the public health. Unfortunately, a thorough investigation through literature failed to establish readiness of Africa researchers to prevent probable water network attack as depicted in Tables 1 and 2 . Besides the explicit outline of the existing scheme, the study discussed and summarized key technical challenges and present possible solutions. Based on an extensive understanding of the challenge, the study also provides area of further studies. Consequently, more effort should be committed to address the challenges related to sensor placement strategies and it is hereby recommended.
